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UOG REQUEST FOR PROPOSAL NO. P22-08:
CYBER SECURITY CONSULTING SERVICES

QUESTION & ANSWER SHEET NO. 1
June 20, 2022

In response to the written “Questions” and/or ‘Request for Clarifications’ UOG received as of 6/15/22 @ 12:04pm
from vendor: Net Circuit DBA New Horizons/ COMPACIFIC

Assisting with ransomware recovery at the University.

Question 1: ~ What is the expectation of the university's recovery?

Answer: UOG confirms all systems and services back online with protection and confirmation of no
vulnerabilities at the time of inspection/penetration testing.

Question 2:  In general cases Ransomware recovery is highly complex, Would it be ok if we were to run a
diagnostic check on the systems and validate the recovery?

Answer: UOG confirms - Yes.

Performing black box penetration testing for the University — with the deliverable being a report
describing the results of the tests and laying out a plan for addressing the vulnerabilities identified.

Question 3:  What is the total number of Hosts that we will be testing in the network i.e Servers. / Routers ./
Switches / Web Applications

Answer: UOG confirms: 10 Routers, 141 Switches, 200 servers /| Web Applications, & 1000+
Workstations

Question 4:  Are there any critical servers that requires special testing time

Answer: UOG confirms - yes, each server will need to be scheduled accordingly.

Question 5:  Would the testing be allowed from a Local Area Network
Answer: UOG confirms - yes.
Question 6:  Are there any limitations on the types of tests that can be conducted

Answer: UOG confirms if a test is known to put high CPU strain on the hosts that it will test
against, hours are preferred. This is most applicable to servers.
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